Password Security Policy Templates

HIPAA, PCIDSS and ISO27001 Requirement

1. To keep passwords confidential, which includes in no circumstances giving them to a third party, whatever the ostensible reason.

2. To avoid keeping any paper or electronic record of passwords (unless this can be securely stored – which means encryption and strong, two-factor access control protection).

3. To change a password whenever there is any possibility that it may have been compromised. (This means that password management software should not be configured to prevent users from changing their password, because if they have to ‘report’ their stupidity in compromising their password to a service/help desk, they might not do so and could continue to use a compromised password.)

4. To select passwords that have a minimum length of six characters, and this requirement can be set in the system software. These passwords should not be based on anything easy to guess such as dates of birth, names, telephone numbers or other person-related information, should not contain words that occur in dictionaries and should not contain consecutive identical characters or allnumeric or all-alphabetical groups. Many dictionary attacks now include replacing obvious alphabet characters with numerals such as l with 1, o with 0 and e with 3 and even special characters such as a with @.

5. To change passwords regularly. The system software can be set to enforce changes, say every 30 days, with a defined pre-change period during which a warning of the impending requirement is flagged so that someone who will be out of the office at the point that the change is enforced can change it in advance. The system can also be set so that passwords cannot be recycled, and this should be done so that the user is forced always to have new ones. Sequential passwords (eg Jamaica 1, Jamaica 2, etc) should not be possible.

6. To change temporary passwords at first log-on.

7. Not to store passwords in any automated log-on process.

8. Not to share passwords under any conditions – and this includes not using the same password for business and private affairs.
